Trickbot V420 Config File

URL Country Industry Industry 2
* blilk.com/Core/Authentication/MFA* USA Financial Services Bank
*.bnc.ca* Canada Financial Services  |Bank

* com/fi*/bb/* Global General Extension |None

* com/fi*/bb/favicon.ico?* Global General Extension |None

* com/fi*/pb/* Global General Extension |None

* com/fi*/pb/favicon.ico?* Global General Extension |None

* com/fi*/retail /* Global General Extension |None

* com/fi*/retail /favicon.ico?* Global General Extension |None

* com/fnfg/retail/* Global General Extension |None

* .com/fnfg/retail/favicon.ico?* Global General Extension |None
*.com/pub/html/favicon.ico* Global General Extension |None
*.com/pub/html/login.htm|* Global General Extension |None
*.com/SPF/Login/Auth.aspx* Global General Extension |None
*.com/SPF/Login/favicon.ico?* Global General Extension |None

* de/de/home.html Germany General Extension |None

* de/de/home.html* Germany General Extension |None

* de/de/home/*.html* Global General Extension |None

* eBanking-services.com/*.asp* Global Financial Services |eBanking
* eBanking-services.com/*/*favicon.ico* Global Financial Services eBanking
* onlineBank.com/*/AOP/*.aspx* Global Financial Services |eBanking
* onlineBank.com/*/AOP/favicon.ico?* Global Financial Services |eBanking
*/5229981FDFCCFA98/check.php* Global General Extension |None
*/Accounts/AccountOverview.asp* Global General Extension |None
*/Authentication/Login* Global General Extension |None

* /Banking-private/entry* Global General Extension |None

* /Banking-private/portal* Global General Extension |None

* /bbw/cmserver/welcome* Global General Extension |None
*/business/cts_security _precheck* Global General Extension |None
*/business/j_security _check* Global General Extension |None
*/business/login/Login.jsp* Global General Extension |None
*/C15B5CC27B17BB65/* Global General Extension |None
*/de/home/aktionen/*.html* Global General Extension |None
*/de/home/firmenkunden/*.html* Global General Extension |None
*/de/home/login-online-Banking.html* Global General Extension |None
*/de/home/misc/*.html* Global General Extension |None
*/de/home/online-filiale/*.html* Global General Extension |None
*/de/home/privatkunden/*.html* Global General Extension |None
*/de/home/service/* .html* Global General Extension |None
*/de/home123123123* Global General Extension |None
*/EBC_EBC1961/* Global General Extension |None
*/getq/1527163537124692/gZaiUryN1C* Global General Extension |None




*/getq/1527612058812310/iNmHc4X0OcV* Global General Extension |None
*/getq/1539874619588916/fSPp2Yhx0G* Global General Extension |None
*/getq/1539874619588916/wfRyfC5nro* Global General Extension |None
*/home/onlineBanking/*.html* Global General Extension |None

* /iytdr56ygc567ygtyhgyukiu654efgh/* Global General Extension |None
*/onlineserv/CM* Global General Extension |None
*/q1MPVi7phg/swap* Global General Extension |None

* /lwemfd/wempw/CustomerLogin*® Global General Extension |None

* /wemfd/wempw/favicon.ico* Global General Extension |None
*123tdBank.com123* USA Financial Services  |Bank

*53.com* Global General Extension |None
*amazon.* USA Technology Technology
*authentication.td.com* USA Financial Services  |Bank
*authmaint.td.com*index.html* USA Financial Services  |Bank
*Banking.fidor.de/smart-account Germany Financial Services  |Bank
*Banking.haspa.de/*OF Germany Financial Services  |Bank
*Banking.ing-diba.de/app/login* Germany Financial Services  |Bank
*Banking.ing-diba.de/app/obligo?x* Germany Financial Services  |Bank
*Banking.netBank.de/Banking/session* Germany Financial Services  |Bank
*Banking.netBank.de/nbm/login/* Germany Financial Services Bank
*Banking.postBank.de/rai/crypt/*-* Germany Financial Services  |Bank
*Banking.postBank.de/rai/crypt/login* Germany Financial Services  |Bank
*Banking.sparda*.de/spm/?institut=* Germany Financial Services  |Bank
*Banking.sparda*.de/spm/login/* Germany Financial Services  |Bank
*Banking-business/portal* Global Financial Services  |Bank
*Banking-private/portal* Global Financial Services  |Bank
*binance.com* Global Financial Services  |Cryptocurrency
*bitfinex.com* Global Financial Services  |Cryptocurrency
*bitstamp.net* Global Financial Services  |Cryptocurrency
*blockchain.com* Global Financial Services  |Cryptocurrency
*cey-eBanking.com/CLKCCM/* Sri Lanka Financial Services Bank
*cibng.iBanking-services.com* USA Financial Services  |Bank
*coinbase.com* Global Financial Services  |Cryptocurrency
*coinmarketcap.com* Global Financial Services  |Cryptocurrency
*commerzBank.de/ Germany Financial Services Bank
*commerzBank.de/*.html* Germany Financial Services Bank
*consorsBank.de/ev/Mein-Konto-und-Depot* Germany Financial Services Bank
*corporateBankingweb/core/* Global General Extension |None
*cryptocompare.com* Global Financial Services  |Cryptocurrency
*easyweb.td.com* USA Financial Services  |Bank
*efsllc.com/* USA Business Solutions |Trucking
*engine/login/businesslogin* Global General Extension |None




*favicon.ico=01390a8c1c3cfb9918d799ad2a73dd

84* Global General Extension |lcon
*favicon.ico=250717644273414e5c73a3c899756

4da* Global General Extension |lcon
*favicon.ico=2dd2038048c763fc5f9174ae466cdb

9c* Global General Extension |lcon
*favicon.ico=5326bab1f1f827912468392860f6eb

14* Global General Extension |lcon
*favicon.ico=70e9ac7e38a9df5092783b632c859c¢

c7* Global General Extension |lcon
*favicon.ico=74536be4f9c2db6ca8c01a8054e133

8a* Global General Extension |lcon
*favicon.ico=843729ac35951a040681c469b4a89c

Ob* Global General Extension |lcon
*favicon.ico=8735fa9cc59a7353f49756e81c2b39

08* Global General Extension |lcon
*favicon.ico=99f2a20d3dd8a354fbc8ed3a239f19

of* Global General Extension |lcon
*favicon.ico=9d0cf5e88c1fbcc637b90b76128d6b

b9o* Global General Extension |lcon
*favicon.ico=a6009ccf2264af7978f45f2a332eb39

2* Global General Extension |lcon
*favicon.ico=a857aaab644de080328d45292893e

479* Global General Extension |lcon
*favicon.ico=be7cd95e4b5e89eb1f1d895abable

e71* Global General Extension |lcon
*favicon.ico=c8d027c1b29ac0def84ddfac56e682c

8* Global General Extension |lcon
*favicon.ico=ce2bb103af1a10241de273caa885db

dd* Global General Extension |lcon
*favicon.ico=d73a726d92acc898bbbb175d3ab33

37e* Global General Extension |lcon
*favicon.ico=f7205f82fdf9559db38d202eb94593

48* Global General Extension |lcon
*favicon.ico=f7caf50483938302d86aa228d161e4

35* Global General Extension |lcon
*favicon.ico=ff358d7f67bc0f7e81b014655e34d0a

5* Global General Extension |lcon
*fleetone.com* USA Business Solutions |Trucking
*haspa.de/*/login Germany Financial Services  |Bank
*haspa.de/*/welcome Germany Financial Services Bank
*iccu.com* USA Financial Services  |Bank
*jconnectdata.com/* Global Business Solutions |Trucking




*key.com123123* USA Financial Services  |Bank
*kraken.com* Global Financial Services  |Cryptocurrency
*ksk-koeln.de/*aspx* Germany Financial Services  |Bank
*kunde.comdirect.de/itx/*?execution=* Germany Financial Services Bank
*kunden.commerzBank.de/Banking/*financeover

view?* Germany Financial Services  |Bank
*kunden.commerzBank.de/Banking/*payments?* Germany Financial Services  |Bank
*kunden.commerzBank.de/Banking/*transaction

s?* Germany Financial Services  |Bank
*kunden.commerzBank.de/Banking/landingpage* |Germany Financial Services  |Bank
*kunden.commerzBank.de/Ip/login* Germany Financial Services  |Bank
*|zo.com/de/home.html Germany Music Streaming
*|zo.com/de/home/*.html* Germany Music Streaming
*meine.deutsche-Bank.de* Germany Financial Services  |Bank
*meine.deutsche-Bank.de/trxm/db/ Germany Financial Services Bank
*meine.deutsche-Bank.de/trxm/db/* Germany Financial Services Bank
*meine.deutsche-Bank.de/trxm/db/?lang=* Germany Financial Services Bank
*meine.deutsche-Bank.de/trxm/db/init.do* Germany Financial Services Bank
*meine.deutsche-Bank.de/trxm/db/invoke/* Germany Financial Services Bank
*meine.norisBank.de/trxm/noris/init.do Germany Financial Services Bank
*meine.norisBank.de/trxm/noris/invoke/* Germany Financial Services Bank
*meine.postBank.de* Germany Financial Services  |Bank
*my.hypovereinsBank.de/login?view=/de/login.js

p* Germany Financial Services  |Bank
*netteller.com/login2008/Authentication* UK Online Payments Online Payments
*norisBank.de* Germany Financial Services  |Bank
*ortal?Bankid=* Global General Extension |None
*partnersfcu.org/OnlineBanking/*aspx* USA Financial Services  |Bank
*partnersfcu.org/OnlineBanking/AOP/favicon.ico

* USA Financial Services  |Bank
*paxful.com* Global Financial Services  |Cryptocurrency
*pib*.secure-Banking.com/* USA Financial Services  |Bank
*portal/*portal* Global General Extension |None
*secure.fundsxpress.com/piles/fxweb.pile/* USA Financial Services Bank
*secure.myvirtualbranch.com* USA Financial Services  |Bank
*secureBank.santander*.de/IRALOG*/BtoChanne

IDriver* Germany Financial Services  |Bank
*targoBank.de/*/banque/*.aspx Germany Financial Services  |Bank
*targoBank.de/*/identification/*.cgi* Germany Financial Services Bank
*timeout=*token* Global General Extension |None
*wpevent=loauto&timeout=* Global General Extension |None




*www.dkb.de/-* Germany Financial Services Bank
*www.dkb.de/Banking* Germany Financial Services  |Bank
cd4fhnyg2337dgxk.onion:448 None Connection to TOR |None
http*://* .bestbuy.com* USA Retail - eCommerce |Retail - Tech
Retail -
http*://*.costco.com* USA Retail - eCommerce |Warehouse
Retail -
http*://*.samsclub.com* USA Retail - eCommerce |Warehouse
Retail -
http*://* .walmart.com* USA Retail - eCommerce |Warehouse
http*://*acc*desjardins.com* Canada Financial Services Bank
Retail -
https*ebay.com* USA Retail - eCommerce |Warehouse
https*wellsfargo.com* USA Financial Services  |Bank
https://*.Bankofamerica.com* USA Financial Services Bank
https://*.de*abmelden* Germany General Extension |None
https://*.de/*/entry* Germany General Extension |None
https://*.de/Banking-*/portal;* Germany General Extension |None
https://*.de/Banking-*/portal?* Germany General Extension |None
https://*.de/de/home* Germany General Extension |None
https://*.de/en/home* Germany General Extension |None
https://*.de/portal/portal* Germany General Extension |None
https://*.de/privatkunden/* Germany General Extension |None
https://*.key.com/ibxolb/olb/index.html USA Financial Services Bank
https://*.my.commBank.com.au/netBank/Logon/
Logon.aspx Australia Financial Services  |Bank
https://*.my.commBank.com.au/netBank/Payme
ntHub/ConfirmDetails.aspx* Australia Financial Services Bank
https://*.my.commBank.com.au/netBank/Payme
ntHub/MakePayment.aspx*sn-transfers-bpay Australia Financial Services  |Bank
https://*.my.commBank.com.au/netBank/Payme
ntHub/PaymentReceipt.aspx* Australia Financial Services  |Bank
https://*.my.commBank.com.au/netBank/Transa
ctionHistory/Details.aspx* Australia Financial Services  |Bank
https://*.my.commBank.com.au/netBank/Transa
ctionHistory/History.aspx* Australia Financial Services  |Bank
https://*.my.commBank.com.au/netBank/Transa
ctionHistory/MerchantDetails.aspx* Australia Financial Services  |Bank
https://*.my.commBank.com.au/netBank/Transa
ctionHistory/NPPDetails.aspx* Australia Financial Services  |Bank
https://*.netteller.com/favicon.ico?* UK Online Payments Online Payments
https://*.netteller.com/login2008/Authentication
/Views/Login.aspx* UK Online Payments Online Payments




https://*.sparkasse.at/*.js Austria Financial Services Bank
https://*.sparkasse.at/sPortal/sportal* Austria Financial Services Bank
https://*.suntrust.com* USA Financial Services Bank
https://*.usBank.com/access/oblix/apps/webgat
e/bin/webgate.dll* USA Financial Services Bank
https://*.usBank.com/Auth/Login/LoginWidget |USA Financial Services Bank
https://*/uux.aspx Global General Extension |None
https://*Banking.berliner-Bank.de/trxm* Germany Financial Services Bank
https://*Banking.sparda-* Germany Financial Services  |Bank
https://*Banking.sparda.de* Germany Financial Services  |Bank
https://*Banking.sparda.de/wps/loggedout.jsp  |Germany Financial Services  |Bank
https://*cibc.com/* Canada Financial Services Bank
https://*client.schwab.com/* USA Financial Services Bank
https://*comdirect.de/Ip/wt/login* Germany Financial Services Bank
https://*commerzBank.de* Germany Financial Services Bank
https://*eBanking.bawagpsk.com/InternetBankin
g* Austria Financial Services  |Bank
https://*geb.Bankaustria.at/ga-gif-war/* Austria Financial Services Bank
https://*kunde.comdirect.de* Germany Financial Services Bank
https://*Ims.schwab.com/Login* USA Financial Services Bank
https://*login.sparkasse.at/sts/oauth* Austria Financial Services Bank
https://*meine.norisBank.de/trxm/noris* Germany Financial Services Bank
https://*online.Bankaustria.at/wps/* Austria Financial Services Bank
https://*paypal.com/* USA Financial Services  |Payment Service
Redirection
https://*ptlweb/WebPortal* Attempt None None
https://*raiffeisen*.at/group/club* Austria Financial Services Bank
https://*raiffeisen*.at/group/private* Austria Financial Services Bank
https://*raiffeisen*.at/logincenter* Austria Financial Services Bank
https://*resize/resize_helper.html* Global General Extension |None
https://*royalBank.com/* Canada Financial Services Bank
https://*runpayroll.adp.com/* USA Financial Services  |Payroll
https://*secure.fundsxpress.com/*/favicon.ico?* |USA Financial Services Bank
https://*secure.fundsxpress.com/*/fx?* USA Financial Services Bank
https://*secure.fundsxpress.com/favicon.ico? USA Financial Services Bank
https://*secure.fundsxpress.com/start/* USA Financial Services Bank
https://*tangerine.ca/app/* Canada Financial Services Bank
https://*targoBank.de* Germany Financial Services  |Bank
https://accesd.affaires.desjardins.com* Canada Financial Services Bank
https://accesd.affaires.desjardins.com/en/ada* |Canada Financial Services Bank
https://accesd.affaires.desjardins.com/fr/ada* Canada Financial Services Bank




https://accesd.mouv.desjardins.com/sommaire-

perso/sommaire/detention* Canada Financial Services Bank
https://access.jpmorgan.com* USA Financial Services  |Bank
https://access.jpmorgan.com/jpmalogon* USA Financial Services  |Bank
https://accountonline.citi.com/cards/svc/Login* |USA Financial Services Bank
https://accweb.mouv.desjardins.com/identifiantu

nique/authentification* Canada Financial Services Bank
https://accweb.mouv.desjardins.com/identifiantu

nique/identification* Canada Financial Services Bank
https://accweb.mouv.desjardins.com/identifiantu

nique/securite* Canada Financial Services Bank
https://admin.epymtservice.com* USA Financial Services  |Bank
https://admin.epymtservice.com/admin/index.jht

ml* USA Financial Services  |Bank
https://allmyaccounts.Bankofamerica.com/apps/

* UK Financial Services  |Bank
https://alolbl.arbuthnotlatham.co.uk* UK Financial Services Bank
https://alolbl.arbuthnotlatham.co.uk/IB/Online* |UK Financial Services Bank
https://an.rbcnetBank.com* Canada Financial Services Bank
https://an.rbcnetBank.com/* Canada Financial Services Bank
https://app.secservizi.it* Italy Financial Services |Consulting
https://app.secservizi.it/CommonApps/shared/vb

/tesoweb/loginTesowebGVB.html* Italy Financial Services |Consulting
https://app.secservizi.it/pawVB/EntryPagelPIBI* |ltaly Financial Services  |Consulting
https://areariservata.bancamarche.it* Italy Financial Services Bank
https://areariservata.bancamarche.it/TesoWeb/T

eSelnit* Italy Financial Services  |Bank
https://areariservata.bancamarche.it/wps/portal

/login/06055/corporate* Italy Financial Services Bank
https://areariservata.bancamarche.it/wps/portal

/login/06055/family* Italy Financial Services Bank
https://auth.globalpay.westernunion.com* USA Financial Services |Payment Service
https://auth.globalpay.westernunion.com/Sso/Lo

gin.aspx* USA Financial Services Payment Service
https://auth.hitbtc.com* Global Financial Services  |Cryptocurrency
https://auth.hitbtc.com/module.php/hauth/login

form.php* Global Financial Services  |Cryptocurrency
https://bancaelectronica.evobanco.com* Spain Financial Services Bank
https://bancaelectronica.evobanco.com/* Spain Financial Services Bank
https://bancaporinternet.bancocaixageral.es* Spain Financial Services  |Bank
https://bancaporinternet.bancocaixageral.es/BE

Web/0130/0130/inicio_identificacion.action* Spain Financial Services Bank




https://bancoonline.openBank.es* Spain Financial Services  |Bank
https://bancoonline.openBank.es/servlet/PProxy

* Spain Financial Services  |Bank
https://Bank.barclays.co.uk* UK Financial Services Bank
https://Bank.barclays.co.uk/olb/auth/LoginLink.a

ction* UK Financial Services  |Bank
https://Bank.bbt.com/auth/kba_reg update.tb* |USA Financial Services  |Bank
https://Bank.bbt.com/auth/kba_reg update.tb?a

ction=ZmV0Y2g= USA Financial Services  |Bank
https://Bank.bbt.com/auth/pwd.tb* USA Financial Services Bank
https://Bank.bbt.com/mfapp/web/myfi/home* |USA Financial Services Bank
https://Bank.bbt.com/mfapp/web/myfi/profile* |USA Financial Services Bank
https://Bank14400online.btBanking.com* NOT REAL NOT REAL NOT REAL
https://Bank14400online.btBanking.com/onlineser

v/CM* NOT REAL NOT REAL NOT REAL
https://Banking.Bankofscotland.co.uk* UK Financial Services Bank
https://Banking.Bankofscotland.co.uk/Logon* UK Financial Services Bank
https://Banking.bendigoBank.com.au* Australia Financial Services  |Bank
https://Banking.bendigoBank.com.au/Logon/logi

n.page* Australia Financial Services  |Bank
https://Banking.cumberland.co.uk* UK Financial Services Bank
https://Banking.cumberland.co.uk/internetBanki

ng/personal* UK Financial Services  |Bank
https://Banking.firsttechfed.com/Authentication/

ValidateUsernameAndPassword* USA Financial Services  |Bank
https://Banking.ireland-Bank.com* Ireland Financial Services Bank
https://Banking.ireland-

Bank.com/IrelandBankOnline_303/Authenticatio

n/Login.aspx* Ireland Financial Services  |Bank
https://Banking.lloydsBank.com* UK Financial Services  |Bank
https://Banking.lloydsBank.com/Logon* UK Financial Services  |Bank
https://Banking.ruralBank.com.au* Australia Financial Services Bank
https://Banking.ruralBank.com.au/Logon/login.pa

ge* Australia Financial Services  |Bank
https://Banking.smile.co.uk* UK Financial Services Bank
https://Banking.smile.co.uk/SmileWeb/start.do* |UK Financial Services Bank
https://Banking.triodos.co.uk* UK Financial Services Bank
https://Banking.triodos.co.uk/ib-

seam/login.seam?loginType=dp550* UK Financial Services  |Bank
https://Banking.triodos.co.uk/ib-

seam/login.seam?loginType=username* UK Financial Services  |Bank
https://Banking.westpac.com.au* Australia Financial Services  |Bank




https://Banking.westpac.com.au/wbc/Banking/ha

ndler* Australia Financial Services  |Bank
https://Bankinguk.secure.investec.com* UK Financial Services Investment
https://Bankinguk.secure.investec.com/login.htm

I* UK Financial Services |Investment
https://Bankofirelandlifeonline.ie* Ireland Financial Services Investment
https://Bankofirelandlifeonline.ie/* Ireland Financial Services Investment
https://Bankonline.sboff.com* South Africa |Financial Services Investment
https://Bankonline.sboff.com/OFS2/InternetBank

ing* South Africa |Financial Services |Investment
https://Bankonline.sboff.com/OFS2/InternetBank

ing* South Africa |Financial Services |Bank
https://barclaysnet.barclays.es/accesoBarclaysNe

t.html* Spain Financial Services  |Bank
https://bbo.Bankofmelbourne.com.au* Australia Financial Services Bank
https://bbo.Banksa.com.au* Australia Financial Services Bank
https://bbo.Banksa.com.au/* Australia Financial Services Bank
https://bbonline.stgeorge.com.au* Australia Financial Services  |Bank
https://bbonline.stgeorge.com.au/html/cBank.as

p* Australia Financial Services  |Bank
https://bcdn-*.we-stats.com/scripts/*.js* Global Financial Services |Cryptocurrency
https://be.abanca.com* Spain Financial Services Bank
https://be.abanca.com/* Spain Financial Services Bank
https://beBank.bpel.net* Italy Financial Services  |Bank
https://beBank.bpel.net/bpel-

web/virty/login.cfm* Italy Financial Services  |Bank
https://beBank.bpel.net/bpel-

web/virty/login_03253.htm* Italy Financial Services  |Bank
https://beBank.bpel.net/bpel-

web/virty/login_05015.cfm* Italy Financial Services  |Bank
https://bittrex.com* Global Financial Services  |Cryptocurrency
https://bittrex.com/account/login* Global Financial Services |Cryptocurrency
https://blcweb.banquelaurentienne.ca* Canada Financial Services Bank
https://blcweb.banquelaurentienne.ca/lang/en/B

LCDirect* Canada Financial Services  |Bank
https://blockchain.info* Global Financial Services  |Cryptocurrency
https://blockchain.info/wallet/#/login* Global Financial Services |Cryptocurrency
https://bmo.com/ctpauth/CTPEAILogin/CustUser

PasswordAuthServlet?”TAM_OP=login* Canada Financial Services  |Bank
https://bsi.ar-ent.net* Italy Financial Services  |Consulting
https://bureau.bottomline.co.uk* UK Business Solutions |Payment Service
https://bureau.bottomline.co.uk/unity/index.asp

x* UK Business Solutions |Payment Service




https://business.co-operativeBank.co.uk* UK Financial Services Bank

https://business.co-operativeBank.co.uk/corp/* |UK Financial Services Bank

https://business.firstcitizens.com* USA Financial Services Bank

https://business.firstcitizens.com/cb/pages/jsp-

ns/loginfcbnc.jsp* USA Financial Services  |Bank

Digital Banking

https://business.memberdirect.net* Global Business Solutions |Platform

https://business.memberdirect.net/business/def Digital Banking

ault.jsp* Global Business Solutions |Platform

https://business2.danskeBank.co.uk* UK Financial Services Bank

https://business2.danskeBank.co.uk/pub/logon/I

ogon.aspx* UK Financial Services  |Bank

https://business2.danskeBank.ie* Ireland Financial Services Bank

https://business2.danskeBank.ie/pub/logon/logo

n.aspx* Ireland Financial Services  |Bank

https://businessaccess.citiBank.citigroup.com*  |USA Financial Services  |Bank

https://businessaccess.citiBank.citigroup.com/cb

usol/sign_on.action* USA Financial Services  |Bank

https://businessaccess.citiBank.citigroup.com/cb

usol/signon/signonOptions.action USA Financial Services  |Bank

https://businessBanking.tdcommercialBanking.co

m* USA Financial Services  |Bank

https://businessBanking.tdcommercialBanking.co

m/WBB/LoginDisplay* USA Financial Services  |Bank

https://businesscenter.mysynchrony.com* USA Financial Services  |Bank

https://businesscenter.mysynchrony.com/Busine

ssCenterPortal* USA Financial Services  |Bank
Redirection

https://business-eb.iBanking-services.com* Attempt None None

https://business-eb.iBanking- Redirection

services.com/K1/index.jsp* Attempt None None

https://businessinternetBanking.tsb.co.uk* UK Financial Services Bank

https://businessinternetBanking.tsb.co.uk/busine

ss/logon* UK Financial Services Bank

https://businessonline.huntington.com* USA Financial Services Bank

https://businessonline.huntington.com/BOLHom

e/BusinessOnlineLogin.aspx USA Financial Services  |Bank

https://businessonline.huntington.com/BOLHom

e/BusinessOnlineLogin.aspx* USA Financial Services  |Bank

https://businessonline.mutualofomahaBank.com

* USA Financial Services  |Bank

https://businessonline.mutualofomahaBank.com

/cb/pages/jsp-ns/login.jsp* USA Financial Services  |Bank




https://businessonline.tdBank.com* USA Financial Services Bank
https://businessonline.tdBank.com/corporateBan
kingweb/core/login.aspx* USA Financial Services  |Bank
https://butterfieldonline.co.uk* UK Financial Services Bank
https://butterfieldonline.co.uk/* UK Financial Services Bank
https://bywebcard.bancopopolare.it* Italy Financial Services  |Bank
https://bywebcard.bancopopolare.it/preLogin.as
p* Italy Financial Services  |Bank
https://caixadirecta.colonya.es* Spain Financial Services  |Bank
https://caixadirecta.colonya.es/BEWeb/2056/605
6/inicia_identificacion.action* Spain Financial Services  |Bank
https://caixadirecta.colonya.es/BEWeb/2056/605
6/login_identificacion.action* Spain Financial Services  |Bank
https://cardoneBanking.com* UK Financial Services Bank
https://cardoneBanking.com/authlogin.aspx* UK Financial Services  |Bank
https://cardoneBanking.com/authlogin.aspx?busi
ness* UK Financial Services  |Bank
https://carigeonline.gruppocarige.it* Italy Financial Services  |Bank
https://carigeonline.gruppocarige.it/wps8ib/port
al* Italy Financial Services  |Bank
https://cashmanagement.barclays.net* UK Financial Services  |Bank
https://cashmanagement.barclays.net/bnetservic
es/login.aspx* UK Financial Services  |Bank
https://cashmanager.mizuhoe-treasurer.com* Japan Financial Services  |Bank
https://cashmanager.mizuhoe-
treasurer.com/mz/servlet/SLogin* Japan Financial Services Bank
https://cashproonline.Bankofamerica.com* USA Financial Services Bank
https://cashproonline.Bankofamerica.com/* USA Financial Services Bank
https://cashproonline.Bankofamerica.com/Authe
nticationFrameworkWeb/cpo/login/public/login
Main.faces USA Financial Services  |Bank
https://cbc.comerica.com* USA Financial Services Bank
https://cbc.comerica.com/* USA Financial Services Bank
Account
https://cbfm.saas.cashfac.com* USA Financial Services Management
https://cbfm.saas.cashfac.com/cbfm/Logon.aspx Account
* USA Financial Services |Management
https://cbforex.citizensBank.com* USA Financial Services Bank
https://cbforex.citizensBank.com/RBSWebApplica
tion/cbforex/loginScreen* USA Financial Services Bank
https://cbforex.citizenscommercialBanking.com* |USA Financial Services Bank
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https://ib.lloydsBank.com* UK Financial Services Bank
https://ib.lloydsBank.com/arcib/serviet/BrowserS
ervlet* UK Financial Services  |Bank
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DShield/UpdateUserQuestions* USA Financial Services Bank
https://online-business.Bankofscotland.co.uk* UK Financial Services Bank
https://online-

business.Bankofscotland.co.uk/business* UK Financial Services Bank
https://onlinebusiness.lloydsBank.co.uk* UK Financial Services Bank
https://onlinebusiness.lloydsBank.co.uk/business

* UK Financial Services  |Bank
https://onlinebusinessplus.vancity.com* Canada Financial Services  |Bank
https://onlinebusinessplus.vancity.com/business/

default.jsp* Canada Financial Services  |Bank
https://paragonBank.com* UK Financial Services  |Bank
https://paragonBank.com/login/* UK Financial Services Bank
https://personal.co-operativeBank.co.uk* UK Financial Services  |Bank
https://personal.co-

operativeBank.co.uk/CBIBSWeb/start.do* UK Financial Services Bank
https://personal.mercantilcbonline.com* USA Financial Services Bank
https://personal.mercantilcbonline.com/login* |USA Financial Services Bank
https://personal.metroBankonline.co.uk* UK Financial Services Bank
https://personal.metroBankonline.co.uk/MetroB

ankRetail/* UK Financial Services Bank
https://pfo.us.hsbc.com* USA Financial Services Bank
https://pfo.us.hsbc.com/* USA Financial Services Bank
https://poloniex.com* Global Financial Services  |Cryptocurrency
https://poloniex.com/login* Global Financial Services  |Cryptocurrency
https://portal.discover.com/customersvcs/univer

salLogin/signin USA Financial Services  |Credit Card
https://portale.bancacaripe.it* Italy Financial Services  |Bank
https://portale.bancacaripe.it/AreaRiservata.aspx

* Italy Financial Services  |Bank
https://portale.tercas.it* Italy Financial Services  |Bank
https://portale.tercas.it/AreaRiservata.aspx* Italy Financial Services  |Bank
https://retail.santander.co.uk* UK Financial Services Bank
https://retail.santander.co.uk/LOGSUK_NS_ENS/

BtoChannelDriver.ssobto* UK Financial Services  |Bank
https://ribs.raboBank.com.au* Australia Financial Services Bank
https://ribs.raboBank.com.au/RIBSAU/AU* Australia Financial Services Bank
https://rob.raiffeisen.it* Italy Financial Services Bank
https://saas.racomputer.it* Italy Financial Services  |Cryptocurrency




https://saas.racomputer.it/TesoWeb/05034* Italy Financial Services |Cryptocurrency
https://santander.hpdsc.com* UK Financial Services Bank
https://santander.hpdsc.com/main* UK Financial Services Bank
https://santanderlink.santanderBank.com* UK Financial Services Bank
https://santanderlink.santanderBank.com/gatew

ay/auth* UK Financial Services Bank
https://scotiaconnect.scotiaBank.com* Canada Financial Services Bank
https://secure*.chase.com/web/auth* USA Financial Services Bank
https://secure*.chase.com/web/auth/?fromOrigi

n=* USA Financial Services  |Bank
https://secure*.chase.com/web/auth/dashboard

* USA Financial Services  |Bank
https://secure.*/LookAndFeel/Common/images/

common/share.png?favicon.ico* Global General Extension |None
https://secure.accurint.com/app/bps/main* USA Research Database
https://secure.aldermorebusinesssavings.co.uk* |UK Financial Services Bank
https://secure.aldermorebusinesssavings.co.uk/c

orporate* UK Financial Services  |Bank
https://secure.ally.com/ USA Financial Services Bank
https://secure.alpha.gr* Greece Financial Services  |Bank
https://secure.alpha.gr/e-

services/login.aspx[?]*SignOnType=3* Greece Financial Services  |Bank
https://secure.amp.com.au* Australia Financial Services Bank
https://secure.amp.com.au/wps/portal/sec/login
/lut/p/a1/04_Sj9CPykssyOxPLMnMzOvMAfGjzOL
NPNxNPC1MDLOtfHycDBzN_P2MLQ1NjAzcjYAKIo

EKDHAARWNC-sP108BK8ljgpR-

VnpOfBHZNpGNekrFFun5UUWpaalFgkV5pEVA40
6SkoNhK1UDVoLy8XC8xt0AVOTIXL7FU1QCbloz8

4hL9CFSV-gW5EQabUUmMV5Y6KigDjtv-

8/d15/d5/L2dBISEVZOFBIS9nQSEh/* Australia Financial Services Bank
https://secure.bancaifis.it* Italy Financial Services Bank
https://secure.bancaifis.it/* Italy Financial Services Bank
https://secure.Bankofamerica.com/customer/ma

nageContacts* USA Financial Services  |Bank
https://secure.Bankofamerica.com/login/edit/sm

/redirectSecurityCenter.go* USA Financial Services  |Bank
https://secure.Bankofamerica.com/login/languag

eToggle.go USA Financial Services  |Bank
https://secure.Bankofamerica.com/login/sign-

in/entry/signOnV2.go* USA Financial Services  |Bank
https://secure.Bankofamerica.com/login/sign-

in/incoming/sitekeyWidgetScript.go* USA Financial Services  |Bank




https://secure.Bankofamerica.com/login/sign-

in/internal/entry/signOnV2.go* USA Financial Services Bank
https://secure.Bankofamerica.com/login/sign-

in/signOnScreen* USA Financial Services Bank
https://secure.Bankofamerica.com/login/sign-

in/signOnV2Screen* USA Financial Services Bank
https://secure.Bankofamerica.com/login/sign-

in/signOnV2Screen.go* USA Financial Services  |Bank
https://secure.Bankofamerica.com/login/sign-

in/validateChallengeAnswer* USA Financial Services Bank
https://secure.Bankofamerica.com/login/sitekey/

skmaint.go* USA Financial Services  |Bank
https://secure.Bankofamerica.com/myaccounts/a

o/accounts-overview.go* USA Financial Services Bank
https://secure.Bankofamerica.com/myaccounts/

brain/redirect.go?source* USA Financial Services Bank
https://secure.Bankofamerica.com/myaccounts/

brain/redirect.go?target=acc* USA Financial Services  |Bank
https://secure.Bankofamerica.com/myaccounts/

details/card* USA Financial Services Bank
https://secure.Bankofamerica.com/myaccounts/
details/deposit/account-balance-history.go* USA Financial Services  |Bank
https://secure.Bankofamerica.com/myaccounts/

details/deposit/account-details.go* USA Financial Services Bank
https://secure.Bankofamerica.com/myaccounts/

details/deposit/information-services.go* USA Financial Services Bank
https://secure.Bankofamerica.com/myaccounts/s

ignin/signin.go* USA Financial Services  |Bank
https://secure.Bankofamerica.com/myaccounts/s

ignoff/signoff-default.go USA Financial Services  |Bank
https://secure.Bankofamerica.com/mycommunic

ations/statements/statement.go* USA Financial Services Bank
https://secure.Bankofamerica.com/transfers/* USA Financial Services Bank
https://secure.boqgspecialist.com.au* Australia Financial Services  |Bank
https://secure.boqgspecialist.com.au/BOQ/BOQSp

ecialist/BankFast-Username-Logon#sst* Australia Financial Services Bank
https://secure.cafBank.org* UK Financial Services Bank
https://secure.cafBank.org/Default.aspx* UK Financial Services Bank
https://secure.funds.lloydsBank.com* UK Financial Services Bank
https://secure.funds.lloydsBank.com/user/logon.

aspx* UK Financial Services  |Bank




https://secure.halifax-
online.co.uk/personal/a/logon/entermemorablei

nformation.jsp* UK Financial Services  |Bank
https://secure.lloydsBank.co.uk/personal/a/logon

/entermemorableinformation.jsp* UK Financial Services  |Bank
https://secure.macquarie.com.au* Australia Financial Services Bank
https://secure.macquarie.com.au/sepas/serve* |Australia Financial Services Bank
https://secure.rabodirect.com.au* Australia Financial Services Bank
https://secure.rabodirect.com.au/cwsoft/policye

nforcer/pages/loginB2CDGPEN.jsf* Australia Financial Services  |Bank
https://secure.tddirectinvesting.co.uk* UK Financial Services Bank
https://secure.tddirectinvesting.co.uk/webbroker

2/login.jsp* UK Financial Services  |Bank
https://securentrycorp.amegyBank.com* USA Financial Services  |Bank
https://securentrycorp.amegyBank.com/Authenti

cation/zbf/k/ c* USA Financial Services Bank
https://securentrycorp.amegyBank.com/Authenti

cation/zbf/saml20auth* USA Financial Services Bank
https://securentrycorp.calBanktrust.com* USA Financial Services  |Bank
https://securentrycorp.calBanktrust.com/Authen

tication/zbf/k/ c* USA Financial Services Bank
https://securentrycorp.calBanktrust.com/Authen

tication/zbf/saml20auth* USA Financial Services Bank
https://securentrycorp.nbarizona.com/Authentic

ation/zbf/k/ c* USA Financial Services Bank
https://securentrycorp.nsBank.com* USA Financial Services  |Bank
https://securentrycorp.nsBank.com/* USA Financial Services Bank
https://securentrycorp.vectraBank.com/Authenti

cation/zbf/k/ c* USA Financial Services Bank
https://securentrycorp.zionsBank.com* USA Financial Services  |Bank
https://securentrycorp.zionsBank.com/Authentic

ation/zbf/k/ c* USA Financial Services Bank
https://securentrycorp.zionsBank.com/Authentic

ation/zbf/saml20auth* USA Financial Services Bank
https://sellercentral.amazon.com/ap/signin* USA eCommerce eCommerce
https://sellercentral.amazon.com/gp/notification

s/notification-widget-internals.html* USA eCommerce eCommerce
https://services2.pbgate.net* Global Financial Services |eBanking
https://services2.pbgate.net/services/doLogin* |Global Financial Services |eBanking
https://servizi.bancaitb.it* Italy Financial Services Bank
https://servizi.bancaitb.it/jsp/bancaitb.sec* Italy Financial Services Bank
https://servizi.bpsinweb.it* Italy Financial Services  |Bank




https://servizi.bpsinweb.it/PortaleUtente/Login.s

ec* Italy Financial Services  |Bank
https://servizionline.bcp.it* Italy Financial Services  |Bank
https://servizionline.bcp.it/CommonApps/shared
/bcp/privati/tesoweb/loginTesoWeb.html* Italy Financial Services Bank
https://servizionline.bcp.it/wps/wcm/connect/w
eb+content/BCP-LoginHB/BCP-Login/LoginBCP* | Italy Financial Services  |Bank
https://signon.navyfederal.org/siteminderagent/f
orms/nfcu.fcc USA Financial Services Bank
https://singlepoint.usBank.com* USA Financial Services  |Bank
https://singlepoint.usBank.com/cs70_Banking/lo
gon/sbuser* USA Financial Services Bank
https://statements.eabplc.com* UK Financial Services Bank
https://tdetreasury.tdBank.com* USA Financial Services Bank
https://tdetreasury.tdBank.com/slgcb/logon/sbu
ser* USA Financial Services  |Bank
https://tdwealth.netxinvestor.com* USA Financial Services Bank
https://tdwealth.netxinvestor.com/web/tdwealth
/login* USA Financial Services Bank
https://telemacoweb.credem.it* Italy Financial Services Bank
https://telemacoweb.credem.it/* Italy Financial Services Bank
IT Service
https://tesoreria.cabel.it* Italy IT Provider
IT Service
https://tesoreria.cabel.it/* Italy IT Provider
https://tesoreriaonline.bper.it* Italy Financial Services  |Bank
https://tesoreriaonline.bper.it/tesoreria/index.js
p* Italy Financial Services  |Bank
https://transactgateway.svb.com* USA Financial Services  |Bank
https://transactgateway.svb.com/siliconvalley/cu
stomerlogin.aspx* USA Financial Services  |Bank
https://transtasman.online.anz.com* Australia Financial Services Bank
https://transtasman.online.anz.com/client* Australia Financial Services Bank
https://treasuryconnect.mercantilch.com* USA Financial Services Bank
https://treasuryconnect.mercantilcb.com/ui* USA Financial Services Bank
https://u-2-view.chorleybs.co.uk* UK Financial Services Bank
https://u-2-view.chorleybs.co.uk/mlogn01.asp* |UK Financial Services  |Bank
https://uasl.cams.scotiaBank.com* Canada Financial Services Bank
https://uasl.cams.scotiaBank.com/aos/* Canada Financial Services Bank
https://uk.hkbea-cyberBanking.com* Hong Kong |Financial Services  |Bank
https://uk.hkbea-
cyberBanking.com/UCBCorp/Index.action* Hong Kong |Financial Services  |Bank




https://uk.hkbea-

cyberBanking.com/UCBWeb/Index.action* Hong Kong |Financial Services  |Bank
https://uksecure.barclayswealth.com* UK Financial Services Bank
https://uksecure.barclayswealth.com/* UK Financial Services Bank
https://ulsterBank.co.uk* UK Financial Services Bank
https://ulsterBank.co.uk/ni/business/global/login
.ashx* UK Financial Services  |Bank
https://us.etrade.com/apiprospect/vl/market/cli Financial
ent/remoteaddress.json USA Financial Services Planning
https://us.etrade.com/etx/hw/0/accountshome.j Financial
son USA Financial Services  |Planning
Financial
https://us.etrade.com/webapiagg/aggregator USA Financial Services  |Planning
https://vacu.onlineBank.com/AOP/PasswordDesk
top.aspx USA Financial Services  |Bank
https://vacu.onlineBank.com/login.aspx* USA Financial Services Bank
https://valido.bancaeuro.it* Italy Financial Services Bank
https://valido.bancaeuro.it/ValidoFrontend/login
ShortNew.xhtml* Italy Financial Services  |Bank
https://verified.capitalone.com/sic-ui/* USA Financial Services Bank
https://vesidm.verizonwireless.com/idm/open/id
mlogin/validateAnswer? USA Telecom Telecom
https://vesidm.verizonwireless.com/idm/open/lo
gin/redirectToldm USA Telecom Telecom
https://vesidm.verizonwireless.com/idm/secure/
profile/indexPagelnfo? USA Telecom Telecom
https://vesidm.verizonwireless.com/idm/secure/
profile/main? USA Telecom Telecom
https://wealthclient.closebrothers.com* UK Financial Services Bank
https://wealthclient.closebrothers.com/Login* UK Financial Services Bank
https://web*.secureinternetBank.com/ebc_ebcl
961/EBC1961.ashx* Global General Extension |None
https://webcmpr.bancopopular.com* USA Financial Services  |Bank
https://webcmpr.bancopopular.com/K1* USA Financial Services  |Bank
https://webteso.ubibanca.it* Italy Financial Services Bank
https://webteso.ubibanca.it/tesopen/ente.seam*|ltaly Financial Services Bank
https://wellsoffice.wellsfargo.com* USA Financial Services Bank
https://wellsoffice.wellsfargo.com/* USA Financial Services Bank
https://wholesale.flagstar.com* USA Financial Services Bank
https://wholesale.flagstar.com/Lending/public/h
ome.jsp* USA Financial Services  |Bank
https://workbench.bnymellon.com* USA Financial Services Bank




https://workbench.bnymellon.com/login.jsp* USA Financial Services  |Bank
https://www*.bmo.com/onlineBanking/* Canada Financial Services Bank
https://www*.royalBank.com/cgi-bin/rbaccess/* |Canada Financial Services Bank
https://www*.royalBank.com/wps/myportal/OLB
/* Canada Financial Services Bank
https://www*.scotiaonline.scotiaBank.com/* Canada Financial Services Bank
https://www.agenziabpb.it* Italy Financial Services  |Bank
https://www.agenziabpb.it/* Italy Financial Services  |Bank
https://www.agenziabpb.it/agenziabpbaziende.h
tml* Italy Financial Services  |Bank
https://www.albertinisyzBank.it* Italy Financial Services  |Bank
https://www.albertinisyzBank.it/ar/wa/albe/rs~al
bert/inet_cli_arac/home* Italy Financial Services  |Bank
https://www.ally.ccservicing.com/CCServicing/Lo
gin.do* USA Financial Services  |Bank
https://www.ally.ccservicing.com/CCServicing/Pr
ocessLogin.do* USA Financial Services  |Bank
https://www.ally.com/ USA Financial Services Bank
https://www.altraonline.org/login/login.aspx?ne
w=y USA Financial Services  |Bank
https://www.amazon.ca/* Canada eCommerce eCommerce
https://www.amazon.ca/ap/signin Canada eCommerce eCommerce
https://www.amazon.ca/gp/yourstore/home* UK eCommerce eCommerce
https://www.amazon.co.uk/* UK eCommerce eCommerce
https://www.amazon.co.uk/ap/signin UK eCommerce eCommerce
https://www.amazon.co.uk/gp/yourstore/home* |UK eCommerce eCommerce
https://www.amazon.de/* Germany eCommerce eCommerce
https://www.amazon.de/ap/signin Germany eCommerce eCommerce
https://www.amazon.de/gp/yourstore/home* Germany eCommerce eCommerce
https://www.americanexpress.com/ USA Financial Services  |Credit Card
https://www.americanexpress.com/??/ USA Financial Services  |Credit Card
https://www.anztransactive.anz.com* Australia Financial Services Bank
https://www.anztransactive.anz.com/* Australia Financial Services Bank
Known Malware
https://www.asbolb.com* NOT REAL Domain None
https://www.asbolb.com/servlet/ASB.ASBServlet Known Malware
* NOT REAL Domain None
https://www.bancacrasti.it* Italy Financial Services Bank
https://www.bancacrasti.it/sito2001/botw/botw
_4-5/areavetrina2.asp* Italy Financial Services  |Bank




https://www.bancacrasti.it/sito2001/botw/botw

_4-5/areavetrina3.asp* Italy Financial Services  |Bank
https://www.bancacrasti.it/sito2001/botw/botw

_4-5/areavetrina4.asp* Italy Financial Services  |Bank
https://www.bancorpsouthinview.web-

cashplus.com* USA Financial Services  |Bank
https://www.bancorpsouthinview.web-

cashplus.com/Cashplus/* USA Financial Services Bank
https://www.bancorpsouthonline.com* USA Financial Services Bank
https://www.bancorpsouthonline.com/BXS/Login

.aspx* USA Financial Services  |Bank
https://www.Bankia.es* Spain Financial Services Bank
https://www.Bankia.es/es/particulares/acceso-

clientes* Spain Financial Services  |Bank
https://www.Bankline.natwest.com* UK Financial Services Bank
https://www.Bankline.natwest.com/CWSLogon/I

ogon.do* UK Financial Services  |Bank
https://www.Bankline.rbs.com* UK Financial Services Bank
https://www.Bankline.rbs.com/CWSLogon/logon.

do* UK Financial Services  |Bank
https://www.Bankline.ulsterBank.co.uk* UK Financial Services Bank
https://www.Bankline.ulsterBank.co.uk/CWSLogo

n/logon.do* UK Financial Services Bank
https://www.Bankline.ulsterBank.ie* Ireland Financial Services Bank
https://www.Bankline.ulsterBank.ie/CWSLogon/I

ogon.do* Ireland Financial Services  |Bank
https://www.Bankofamerica.com/ USA Financial Services Bank
https://www.Bankofamerica.com/?* USA Financial Services Bank
https://www.Bankofamerica.com/Control.do* USA Financial Services Bank
https://www.Bankofamerica.com/homepage/ove

rview* USA Financial Services  |Bank
https://www.Bankofamerica.com/homepage/sm

allbusiness* USA Financial Services  |Bank
https://www.Bankofamerica.com/index.jsp* USA Financial Services Bank
https://www.Bankofamerica.com/onlineBanking/

online-Banking.go USA Financial Services  |Bank
https://www.Bankofamerica.com/sitemap/hub/si

gnin.go USA Financial Services  |Bank
https://www.Bankofamerica.com/smallbusiness/ |USA Financial Services Bank
https://www.Bankofamerica.com/smallbusiness/

* USA Financial Services  |Bank




https://www.Bankofamerica.com/smallbusiness/

online-Banking.go USA Financial Services  |Bank
https://www.BankunitedbusinessonlineBanking.c

om* USA Financial Services  |Bank
https://www.BankunitedbusinessonlineBanking.c

om/bbw/cmserver/welcome/default/verify.cfm* |USA Financial Services Bank
https://www.barclayswealth.com* UK Financial Services Bank
https://www.barclayswealth.com/login/action/lo

gon/unauthenticated/corporate* UK Financial Services Bank
https://www.barclayswealth.com/login/action/lo

gon/unauthenticated/personal* UK Financial Services Bank
https://www.bbvacompass.com/ USA Financial Services Bank
https://www.bhiusa.com* USA Financial Services Bank
https://www.bhiusa.com/bhi-connect-login/* USA Financial Services Bank
https://www.binance.com* Malta Financial Services  |Cryptocurrency
https://www.binance.com/login.html Malta Financial Services  |Cryptocurrency
https://www.binance.com/login.html* Malta Financial Services  |Cryptocurrency
https://www.binance.com/userCenter/balances.

html Malta Financial Services  |Cryptocurrency
https://www.binance.com/userCenter/myAccoun

t.html Malta Financial Services  |Cryptocurrency
https://www.bitfinex.com* Hong Kong |Financial Services |Cryptocurrency
https://www.bitfinex.com/* Hong Kong |Financial Services |Cryptocurrency
https://www.bitflyer.jp* Japan Financial Services  |Cryptocurrency
https://www.bitflyer.jp/en-jp/login* Japan Financial Services |Cryptocurrency
https://www.bithumb.com* South Korea |Financial Services |Cryptocurrency
https://www.bithumb.com/u1/US101* South Korea |Financial Services |Cryptocurrency
https://www.bitmex.com* Seychelles |Financial Services |Cryptocurrency
https://www.bitmex.com/login* Seychelles |Financial Services |Cryptocurrency
https://www.bitstamp.net* Luxembourg |Financial Services |Cryptocurrency
https://www.bitstamp.net/account/login/* Luxembourg |Financial Services |Cryptocurrency
https://www.biverbanca.it* Italy Financial Services Bank
https://www.biverbanca.it/sito2001/botw/botw _

4-5/areavetrina2.asp* Italy Financial Services  |Bank
https://www.biverbanca.it/sito2001/botw/botw _

4-5/areavetrina3.asp* Italy Financial Services  |Bank
https://www.biverbanca.it/sito2001/botw/botw _

4-5/areavetrina4.asp* Italy Financial Services  |Bank
https://www.bmedonline.it* Italy Financial Services Bank
https://www.bmedonline.it/homebm.html* Italy Financial Services Bank
https://www.bostonprivate.com* USA Financial Services Bank




https://www.bostonprivate.com/index.cfm/page

/Online-Banking/pid/10540* USA Financial Services Bank
https://www.bostonprivateBank.com* USA Financial Services Bank
https://www.bostonprivateBank.com/index.cfm/

pid/10540* USA Financial Services Bank
https://www.bpiexpressonline.com* Philippines |Financial Services  |Bank
https://www.bpiexpressonline.com/AuthFiles/log

in.aspx* Philippines |Financial Services  |Bank
https://www.bpmBanking.it* Italy Financial Services  |Bank
https://www.bpmBanking.it/pub/xBank/home.do

* Italy Financial Services  |Bank
https://www.bsfincomonline.com* Spain Financial Services Bank
https://www.bsfincomonline.com/* Spain Financial Services Bank
https://www.business.hsbc.co.uk* UK Financial Services Bank
https://www.cambridgefxonline.com* Global Financial Services |Payment Service
https://www.cambridgefxonline.com/Home/Logl|

n* Global Financial Services |Payment Service
https://www.capitalone.com/ USA Financial Services Bank
https://www.carife.it* Italy Financial Services Bank
https://www.carife.it/it/accesso-imprese.php* |ltaly Financial Services  |Bank
https://www.carife.it/it/accesso-imprese-

online.php* Italy Financial Services  |Bank
https://www.carife.it/it/accesso-privati.php* Italy Financial Services  |Bank
https://www.cashanalyzer.com* USA Financial Services |Payment Service
https://www.cashanalyzer.com/* USA Financial Services Payment Service
https://www.caterallenonline.co.uk* UK Financial Services Bank
https://www.caterallenonline.co.uk/* UK Financial Services Bank
https://www.chase.com* USA Financial Services Bank
https://www.chase.com/ USA Financial Services Bank
https://www.chase.com/commercial-Bank/chase-

commercial-online* USA Financial Services  |Bank
https://www.chase.com/espanol USA Financial Services Bank
https://www.chebanca.it* Italy Financial Services Bank
https://www.chebanca.it/wps/portal/Istituzional

e/login* Italy Financial Services  |Bank
https://www.choicehotels.com/webapi/user-

account/login USA Hospitality Hotel
https://www.cibc.com/??/personal-Banking* Canada Financial Services Bank
https://www.cibc.com/??/small-business* Canada Financial Services Bank
https://www.cibconline.cibc.com/ebm-

resources/public/Banking/cibc/client/web/* Canada Financial Services Bank
https://www.cibconline.cibc.com/olbtxn/* Canada Financial Services Bank
https://www.citi.com/credit-cards/* USA Financial Services Bank




https://www.coinbase.com* Global Financial Services  |Cryptocurrency
https://www.coinbase.com/oauth/authorize/oau
th_signin* Global Financial Services  |Cryptocurrency
https://www.coinbase.com/signin* Global Financial Services  |Cryptocurrency
https://www.collegiosindacale.bcc.it* Italy Financial Services  |Bank
https://www.collegiosindacale.bcc.it/* Italy Financial Services Bank
https://www.coventrybuildingsociety.co.uk* UK Financial Services  |Bank
https://www.coventrybuildingsociety.co.uk/onlin
eservices/login/ols_login.aspx* UK Financial Services  |Bank
https://www.deutscheBank-dbdirect.com* Germany Financial Services Bank
https://www.deutscheBank-
dbdirect.com/cas/login* Germany Financial Services Bank
https://www.e-attijari.net* Morocco Financial Services Bank
https://www.e-attijari.net/be/login.do* Morocco Financial Services Bank
https://www.e-attijari.net/es/login.do* Morocco Financial Services Bank
https://www.e-attijari.net/fr/login.do* Morocco Financial Services Bank
https://www.e-attijari.net/it/login.do* Morocco Financial Services Bank
https://www.efirstBank.com* USA Financial Services Bank
https://www.efirstBank.com/centralAuthICM/jsp
/main/Logon.faces* USA Financial Services Bank
https://www.eurocredito.es* Spain NOT REAL None
https://www.eurocredito.es/zonaClienteEurocre
dito/FcControlador.srvl* Spain NOT REAL None
https://www.expat.hsbc.com* USA Financial Services Bank
https://www.expat.hsbc.com/1/2/internet-
Banking* USA Financial Services  |Bank
https://www.fcaBank.it* Italy Financial Services Bank
https://www.fcaBank.it/it/area-clienti* Italy Financial Services Bank
https://www.fcsolb.com* USA Financial Services Bank
https://www.fcsolb.com/cb/pages/jsp-
ns/login.jsp* USA Financial Services  |Bank
https://www.fondazionecarispezia.it* Italy Non-profit Non-profit
https://www.fondazionecarispezia.it/areariservat
a/wp-login.php* Italy Non-profit Non-profit
https://www.frostcashmanager.com* USA Financial Services Bank
https://www.frostcashmanager.com/CASHplus* |USA Financial Services Bank
https://www.gecapitalBank.com* USA Financial Services  |Bank
https://www.gecapitalBank.com/gecb/app/login* USA Financial Services  |Bank
Redirection
https://www.gerrard.com* Attempt Financial Services  |Bank
https://www.gerrard.com/clientcentre/login.aspx|Redirection
* Attempt Financial Services  |Bank




https://www.goldman.com* USA Financial Services Investment Bank
https://www.goldman.com/login/login_a.cgi* USA Financial Services |Investment Bank
https://www.gruppocarige.it* Italy Financial Services  |Bank
https://www.gruppocarige.it/TesoWebSign/jsp/lo
gin03431.jsp* Italy Financial Services  |Bank
https://www.gruppocarige.it/TesoWebSign/jsp/lo
gin06310.jsp* Italy Financial Services  |Bank
https://www.halifax-
online.co.uk/personal/primarylogin UK Financial Services  |Bank
https://www.hsbc.co.uk* UK Financial Services Bank
https://www.hsbc.co.uk/1/2/!ut/p/c5/04 _SB8K8x
LLM9MSSzPy8xBz9CP0os3gDgzAfSycDUy8LAzNDb
z8vbzMDKADKRS5rFO7s7epiY-
wD5YZ6uBp4mTiYGpr5uhgaexmDdFibeBn7enkEu
Bs4ejiYeRiHGMN1-Hvm5gfoFuRHIABOrOsE ! * UK Financial Services  |Bank
https://www.huobi.pro* Global Financial Services  |Cryptocurrency
https://www.huobi.pro/login/* Global Financial Services |Cryptocurrency
https://www.huobipro.com* Global Financial Services  |Cryptocurrency
https://www.huobipro.com/login/* Global Financial Services  |Cryptocurrency
https://www.ib.bog.com.au* Australia Financial Services Bank
https://www.ib.bog.com.au/bogbl* Australia Financial Services Bank
https://www.internationalmoneytransfers.com.a
u* Australia Financial Services |Payment Service
https://www.internationalmoneytransfers.com.a
u/login/login* Australia Financial Services |Payment Service
https://www.internationalpayments.co.uk* UK Financial Services |Payment Service
https://www.internationalpayments.co.uk/* UK Financial Services |Payment Service
https://www.iomBankiBanking.com* Isle of Man |Financial Services Bank
https://www.iomBankiBanking.com/eai/IPB_EAI__
Web/eai* Isle of Man |Financial Services Bank
https://www.iomBankiBanking.com/eai/IPB_EAI__
Web/Service.do* Isle of Man |Financial Services Bank
Known Malware

https://www.kbinternetBanking.com:8443* NOT REAL Domain None
https://www.kbinternetBanking.com:8443/ARCIB- Known Malware
NEWF/index.html* NOT REAL Domain None
https://www.key.com/personal/index.jsp USA Financial Services  |Bank
https://www.lexisnexis.com/start/signin* USA Research Research

Financial
https://www.macquarieresearch.com* Australia Financial Services  |Planning
https://www.macquarieresearch.com/rp/web/gu Financial
est/home* Australia Financial Services Planning
https://www.ml.com* USA Financial Services Investment Bank




https://www.ml.com/* USA Financial Services Investment Bank
https://www.natwestiBanking.com* UK Financial Services Bank
https://www.natwestiBanking.com/eai/IPB_EAI
Web/* UK Financial Services Bank
https://www.natwestiBanking.com/eai/IPB_EAI
Web/Service.do* UK Financial Services Bank
https://www.navyfederal.org/ USA Financial Services Bank
https://www.novobanco.es* Spain Financial Services Bank
https://www.novobanco.es/site/cms.aspx* Spain Financial Services Bank
https://www.nwolb.com* UK Financial Services Bank
https://www.nwolb.com/default.aspx* UK Financial Services Bank
https://www.onlineBanking.iomBank.com* Isle of Man |Financial Services Bank
https://www.onlineBanking.iomBank.com/defaul
t.aspx* Isle of Man |Financial Services  |Bank
https://www.onlineBanking.natwestoffshore.com
* UK Financial Services  |Bank
https://www.onlineBanking.natwestoffshore.com
/default.aspx* UK Financial Services Bank
https://www.onlineBanking.pnc.com/alserviet/M
odifySecurityQuestionsConfirmationServlet USA Financial Services  |Bank
https://www.onlineBanking.pnc.com/alserviet/M
odifySecurityQuestionsServlet* USA Financial Services  |Bank
https://www.onlineBanking.pnc.com/alserviet/M
yAccountsServlet USA Financial Services  |Bank
https://www.onlineBanking.pnc.com/alservlet/P
NCOnlineBankingServlet USA Financial Services  |Bank
https://www.onlineBanking.pnc.com/alservlet/Va
lidateUserldPasswordServlet USA Financial Services  |Bank
Wealth
https://www.rathbonesonline.com* UK Financial Services Management
https://www.rathbonesonline.com/template.LOG Wealth
IN/* UK Financial Services Management
https://www.rbsdigital.com* UK Financial Services Bank
https://www.rbsdigital.com/default.aspx* UK Financial Services Bank
https://www.rbsidigital.com* UK Financial Services Bank
https://www.rbsidigital.com/default.aspx* UK Financial Services Bank
https://www.rbsiiBanking.com* UK Financial Services Bank
https://www.rbsiiBanking.com/eai/IPB_EAl_Web
/Service.do* UK Financial Services Bank
https://www.rbsiiBanking.com/ipb/IPB_Client W
eb/Start.do* UK Financial Services Bank
https://www.santanderBank.com* USA Financial Services Bank




https://www.santanderBank.com/us/business/bo

b-login* USA Financial Services  |Bank
https://www.simplii.com/en/home* Canada Financial Services Bank
Financial
https://www.standardlife.co.uk* UK Financial Services Planning
Financial
https://www.standardlife.co.uk/c1/login.page* |UK Financial Services  |Planning
Financial
https://www.stockplanconnect.com* USA Financial Services  |Planning
Financial
https://www.stockplanconnect.com/cba.html* |USA Financial Services Planning
https://www.suedtirolBank.eu* Italy Financial Services Bank
https://www.suedtirolBank.eu/de/internet-
Banking-3* Germany Financial Services  |Bank
https://www.suedtirolBank.eu/it/internet-
Banking-3* Italy Financial Services  |Bank
https://www.svbconnect.com* USA Financial Services Bank
https://www.svbconnect.com/auth* USA Financial Services Bank
https://www.tescoBank.com* UK Financial Services Bank
https://www.tescoBank.com/sss/auth* UK Financial Services Bank
https://www.tesoreria.cassacentrale.it* Italy Financial Services Bank
https://www.tesoreria.cassacentrale.it/* Italy Financial Services Bank
https://www.tesoreria.dedagroup.it* Italy IT Financial Services
https://www.tesoreria.dedagroup.it/bcc/* Italy IT Financial Services
https://www.tranzact.org* USA Financial Services Bank
https://www.tranzact.org/* USA Financial Services Bank
https://www.treasury.pncBank.com* USA Financial Services  |Bank
https://www.treasury.pncBank.com/idp/esec/log
in.ht* USA Financial Services  |Bank
https://www.uBank.com.au* Australia Financial Services Bank
https://www.uBank.com.au/login* Australia Financial Services Bank
https://www.ulsterBankanytimeBanking.co.uk* UK Financial Services  |Bank
https://www.ulsterBankanytimeBanking.co.uk/de
fault.aspx* UK Financial Services  |Bank
https://www.unity-online.co.uk* UK Financial Services Bank
https://www.unity-online.co.uk/* UK Financial Services Bank
https://www.us.hsbcprivateBank.com* USA Financial Services Bank
https://www.us.hsbcprivateBank.com/1/2/* USA Financial Services Bank
https://www.usaa.com/inet/ent_accounts/EntM
anageAccounts*® USA Financial Services  |Bank
https://www.usaa.com/inet/ent_auth_pin/page/
PinEntryPage* USA Financial Services  |Bank




https://www.usaa.com/inet/ent_auth_secques/a

nswer* USA Financial Services  |Bank
https://www.usaa.com/inet/ent_home/CpHome

* USA Financial Services  |Bank
https://www.usaa.com/inet/ent_logon/Logon* |USA Financial Services Bank
https://www.usaa.com/inet/ent_memberprofile3

/MemberProfileLandingPage* USA Financial Services  |Bank
https://www.vancity.com* Canada Financial Services Bank
https://www.vancity.com/BusinessBanking/Onlin

eBanking/MyAccounts* Canada Financial Services  |Bank
https://www.volkswagenBank.es* Spain Financial Services  |Bank
https://www.volkswagenBank.es/clientes/central

_particular.jsp* Spain Financial Services  |Bank
https://www.volkswagenBank.es/html/central_e

mpresas.jsp* Spain Financial Services  |Bank
https://www.wellsfargo.com/ USA Financial Services Bank
https://www.winBank.gr* Greece Financial Services Bank
https://www.winBank.gr/el/Pages/Home.aspx* |Greece Financial Services Bank
https://www.winBank.gr/en/Pages/Home.aspx* |Greece Financial Services Bank
https://www.youinvest.co.uk* UK Financial Services  |Investing
https://www.youinvest.co.uk/LogIn/username* |UK Financial Services Investing
https://www?.my.commbiz.commBank.com.au/L

ogon/UserMaintenance/Login.aspx* Australia Financial Services  |Bank
https://www1.my.commbiz.commBank.com.au* |Australia Financial Services Bank
https://www1.scotiaconnect.scotiaBank.com* Canada Financial Services Bank
https://www2.civiBank.com* Nepal Financial Services Bank
https://www2.civiBank.com/login2007/loginCivid

ale.asp* Nepal Financial Services  |Bank
https://www2.firstdirect.com* UK Financial Services Bank
https://www2.firstdirect.com/1/2/!ut/p/c5/04_S
B8K8XLLM9MSSzPy8xBz9CP0os3gDgzAfSycDUyS8L

AzNDbz8vbzMDKADKR5rFO7s7epiY-

wD5YZ6uBp4mTiYGpr5uhgaexmDdFibeBn7enkEu

Bs4ejiYeHkGGMNOFuaGKAPRSfDc!* UK Financial Services  |Bank
https://www2.popularbancaprivada.es* Spain Financial Services  |Bank
https://www2.popularbancaprivada.es/particular

esPBP* Spain Financial Services  |Bank
https://www2.secure.hsbcnet.com* USA Financial Services Bank
https://www2.secure.hsbcnet.com/uims/portal/I

DV_CAM10_AUTHENTICATION* USA Financial Services  |Bank
https://www2.targoBank.es* Spain Financial Services  |Bank
https://www?2.targoBank.es/empresasl* Spain Financial Services  |Bank




https://www2.targoBank.es/particulares!* Spain Financial Services  |Bank
https://www21.bmo.com* Canada Financial Services Bank
https://www22.bmo.com* Canada Financial Services Bank
https://www22.bmo.com/uiauth/AuthWeb/index
.html* Canada Financial Services  |Bank
https://www23.bmo.com* Canada Financial Services Bank
https://www23.bmo.com/ctpauth/CTPEAILogin* |Canada Financial Services Bank
https://wwweé.rbc.com* Canada Financial Services Bank
https://wwweé.rbc.com/webapp/ukv0/signin/logo
n.xhtml* Canada Financial Services  |Bank
https://youwebcard.bancopopolare.it* Italy Financial Services  |Bank
https://youwebcard.bancopopolare.it/prelLogin.a
sp* Italy Financial Services  |Bank
https://zaif.jp* Japan Financial Services  |Cryptocurrency
https://zaif.jp/login* Japan Financial Services |Cryptocurrency
Replace =
*secureBank.santander*.de/EBANDE*/BtoChann |Redirection
elDriver* Attempt None None
Trickbot V459 Config File
URL Country Industry Industry 2
* blilk.com/Core/Authentication/MFA* USA Financial Services Bank
*.bnc.ca* Canada Financial Services  |Bank
*123tdbank.com123* USA Financial Services  |Bank
General
*53.com* Extension None None
*amazon.* USA Technology Technology
*authentication.td.com* USA Financial Services  |Bank
*authmaint.td.com*index.html* USA Financial Services  |Bank
*banking.fidor.de/smart-account Germany Financial Services  |Bank
*banking.haspa.de/*OF Germany Financial Services  |Bank
*banking.ing.de/app/login* Germany Financial Services  |Bank
*banking.ing.de/app/obligo?x* Germany Financial Services  |Bank
*banking.ing-diba.de/app/login* Germany Financial Services  |Bank
*banking.ing-diba.de/app/obligo?x* Germany Financial Services  |Bank
*banking.netbank.de/banking/session* Germany Financial Services  |Bank
*banking.netbank.de/nbm/login/* Germany Financial Services Bank
*banking.postbank.de/rai/crypt/*-* Germany Financial Services  |Bank
*banking.postbank.de/rai/crypt/login* Germany Financial Services  |Bank
*banking.sparda*.de/spm/?institut=* Germany Financial Services  |Bank
*banking.sparda*.de/spm/login/* Germany Financial Services  |Bank
*binance.com* USA Financial Services  |Bank




*bitfinex.com* USA Financial Services  |Bank
*bitstamp.net* USA Financial Services  |Bank
*cey-ebanking.com/CLKCCM/* USA Financial Services Bank
*cibng.ibanking-services.com* USA Financial Services  |Bank
*coinbase.com* Global Financial Services  |Cryptocurrency
*coinmarketcap.com* Global Financial Services  |Cryptocurrency
*commerzbank.de/ Germany Financial Services Bank
*commerzbank.de/*.html* Germany Financial Services Bank
*consorsbank.de/ev/Mein-Konto-und-Depot* Germany Financial Services Bank
*corporatebankingweb/core/* USA Financial Services Bank
*cryptocompare.com* Global Financial Services  |Cryptocurrency
*easyweb.td.com* USA Financial Services  |Bank
*efsllc.com/* USA Financial Services Bank
*fleetone.com* USA Investment Investment
*haspa.de/*/login Germany Financial Services  |Bank
*haspa.de/*/welcome Germany Financial Services Bank
*iccu.com* USA Financial Services  |Bank
*jconnectdata.com/* USA Business Solutions |Communication
*key.com123123* USA Financial Services  |Bank
*kraken.com* Global Financial Services  |Cryptocurrency
*ksk-koeln.de/*aspx* Germany Financial Services  |Bank
*kunde.comdirect.de/itx/*?execution=* Germany Financial Services Bank
*kunden.commerzbank.de/banking/*financeover

view?* Germany Financial Services  |Bank
*kunden.commerzbank.de/banking/*payments?* | Germany Financial Services  |Bank
*kunden.commerzbank.de/banking/*transaction

s?* Germany Financial Services  |Bank
*kunden.commerzbank.de/banking/landingpage*|Germany Financial Services  |Bank
*kunden.commerzbank.de/lp/login* Germany Financial Services  |Bank
*|login.blockchain.com* Global Financial Services  |Cryptocurrency
*|zo.com/de/home.html Germany Financial Services Bank
*|zo.com/de/home/*.html* Germany Financial Services Bank
*meine.deutsche-bank.de* Germany Financial Services  |Bank
*meine.deutsche-bank.de/trxm/db/ Germany Financial Services Bank
*meine.deutsche-bank.de/trxm/db/* Germany Financial Services Bank
*meine.deutsche-bank.de/trxm/db/?lang=* Germany Financial Services Bank
*meine.deutsche-bank.de/trxm/db/init.do* Germany Financial Services Bank
*meine.deutsche-bank.de/trxm/db/invoke/* Germany Financial Services Bank
*meine.norisbank.de/trxm/noris/init.do Germany Financial Services Bank
*meine.norisbank.de/trxm/noris/invoke/* Germany Financial Services Bank
*meine.postbank.de* Germany Financial Services  |Bank




*my.hypovereinsbank.de/login?view=/de/login.js

p* Germany Financial Services  |Bank
*netteller.com/login2008/Authentication* USA Financial Services Bank
*norisbank.de* Germany Financial Services  |Bank
*partnersfcu.org/OnlineBanking/*aspx* USA Financial Services  |Bank
*partnersfcu.org/OnlineBanking/AOP/favicon.ico

* USA Financial Services  |Bank
*paxful.com* Global Financial Services  |Cryptocurrency
*pib*.secure-banking.com/* USA Financial Services  |Bank
*secure.fundsxpress.com/piles/fxweb.pile/* USA Financial Services Bank
*secure.myvirtualbranch.com* USA Financial Services  |Bank
*securebank.santander*.de/IRALOG*/BtoChanne

IDriver* Germany Financial Services  |Bank
*targobank.de/*/banque/*.aspx Germany Financial Services  |Bank
*targobank.de/*/identification/*.cgi* Germany Financial Services Bank
*wpevent=loauto&timeout=* Germany Financial Services  |Bank
*www.dkb.de/-* Germany Financial Services Bank
*www.dkb.de/banking* Germany Financial Services  |Bank
http*://*.samsclub.com* USA eCommerce eCommerce
http*://*acc*desjardins.com* Canada Financial Services Bank
https*ebay.com* USA Technology Technology
https*wellsfargo.com* USA Financial Services  |Bank
https://*.bankofamerica.com* USA Financial Services Bank
https://*.de*abmelden* Germany Financial Services Bank
https://*.de/*/entry* Germany Financial Services Bank
https://*.de/banking-*/portal;* Germany Financial Services Bank
https://*.de/banking-*/portal?* Germany Financial Services Bank
https://*.de/de/home* Germany Financial Services Bank
https://*.de/en/home* Germany Financial Services Bank
https://*.de/portal/portal* Germany Financial Services Bank
https://*.de/privatkunden/* Germany Financial Services Bank
https://*.key.com/ibxolb/olb/index.html Canada Financial Services Bank
https://*.my.commbank.com.au/netbank/Logon/

Logon.aspx Australia Financial Services  |Bank
https://*.my.commbank.com.au/netbank/Payme

ntHub/ConfirmDetails.aspx* Australia Financial Services Bank
https://*.my.commbank.com.au/netbank/Payme
ntHub/MakePayment.aspx*sn-transfers-bpay Australia Financial Services  |Bank
https://*.my.commbank.com.au/netbank/Payme

ntHub/PaymentReceipt.aspx* Australia Financial Services  |Bank
https://*.my.commbank.com.au/netbank/Transa

ctionHistory/Details.aspx* Australia Financial Services  |Bank




https://*.my.commbank.com.au/netbank/Transa

ctionHistory/History.aspx* Australia Financial Services  |Bank
https://*.my.commbank.com.au/netbank/Transa

ctionHistory/MerchantDetails.aspx* Australia Financial Services  |Bank
https://*.my.commbank.com.au/netbank/Transa

ctionHistory/NPPDetails.aspx* Australia Financial Services  |Bank
https://*.netteller.com/favicon.ico?* USA Financial Services Bank
https://*.netteller.com/login2008/Authentication

/Views/Login.aspx* USA Financial Services Bank
https://*.sparkasse.at/*.js Austria Financial Services Bank
https://*.sparkasse.at/sPortal/sportal* Austria Financial Services Bank
https://*.suntrust.com* Germany Financial Services Bank
https://*.usbank.com/access/oblix/apps/webgat

e/bin/webgate.dll* USA Financial Services Bank
https://*.usbank.com/Auth/Login/LoginWidget |USA Financial Services Bank
https://*banking.berliner-bank.de/trxm* Germany Financial Services Bank
https://*banking.sparda-* Germany Financial Services  |Bank
https://*banking.sparda.de* Germany Financial Services  |Bank
https://*banking.sparda.de/wps/loggedout.jsp  |Germany Financial Services  |Bank
https://*cibc.com/* USA Financial Services Bank
https://*client.schwab.com/* USA Financial Services Bank
https://*comdirect.de/Ip/wt/login* Germany Financial Services Bank
https://*commerzbank.de* Germany Financial Services Bank
https://*ebanking.bawagpsk.com/InternetBankin

g* Germany Financial Services  |Bank
https://*geb.bankaustria.at/ga-gif-war/* Germany Financial Services  |Bank
https://*kunde.comdirect.de* Germany Financial Services Bank
https://*Ims.schwab.com/Login* USA Financial Services Bank
https://*login.sparkasse.at/sts/oauth* Germany Financial Services Bank
https://*meine.norisbank.de/trxm/noris* Germany Financial Services Bank
https://*online.bankaustria.at/wps/* Austria Financial Services Bank
https://*paypal.com/* USA Business Solutions |Payment Service
https://*raiffeisen*.at/group/club* Austria Financial Services Bank
https://*raiffeisen*.at/group/private* Austria Financial Services Bank
https://*raiffeisen*.at/logincenter* Austria Financial Services Bank
https://*royalbank.com/* UK Financial Services Bank
https://*runpayroll.adp.com/* Canada Business Solutions |Payment Service
https://*secure.fundsxpress.com/*/favicon.ico?* |USA Financial Services Bank
https://*secure.fundsxpress.com/* /fx?* USA Financial Services Bank
https://*secure.fundsxpress.com/favicon.ico? USA Financial Services Bank
https://*secure.fundsxpress.com/start/* USA Financial Services Bank
https://*tangerine.ca/app/* Canada Financial Services Bank




https://*targobank.de* Germany Financial Services  |Bank
https://accesd.mouv.desjardins.com/sommaire-

perso/sommaire/detention* Canada Financial Services Investment
https://access.jpmorgan.com/jpmalogon* USA Financial Services  |Bank
https://accountonline.citi.com/cards/svc/Login* |USA Financial Services Bank
https://accweb.mouv.desjardins.com/identifiantu

nique/authentification* Canada Financial Services Bank
https://accweb.mouv.desjardins.com/identifiantu

nique/identification* Canada Financial Services Bank
https://accweb.mouv.desjardins.com/identifiantu

nique/securite* Canada Financial Services Bank
https://allmyaccounts.bankofamerica.com/apps/

* USA Financial Services  |Bank
https://bank.bbt.com/auth/kba_reg update.tb* |USA Financial Services  |Bank
https://bank.bbt.com/auth/kba_reg update.tb?a

ction=ZmV0Y2g= USA Financial Services  |Bank
https://bank.bbt.com/auth/pwd.tb* USA Financial Services Bank
https://bank.bbt.com/mfapp/web/myfi/home* |USA Financial Services Bank
https://bank.bbt.com/mfapp/web/myfi/profile* |USA Financial Services Bank
https://banking.firsttechfed.com/Authentication/

ValidateUsernameAndPassword* USA Financial Services  |Bank
https://boss.bankofamerica.com/personal/ USA Financial Services Bank
https://businessaccess.citibank.citigroup.com/cb

usol/signon/signonOptions.action USA Financial Services  |Bank
https://businessonline.huntington.com/BOLHom

e/BusinessOnlineLogin.aspx USA Financial Services  |Bank
https://cashproonline.bankofamerica.com/Authe
nticationFrameworkWeb/cpo/login/public/login

Main.faces* USA Financial Services  |Bank
https://chaseonline.chase.com/Logon.aspx* USA Financial Services Bank
https://chaseonline.chase.com/MyAccount* USA Financial Services Bank
https://chaseonline.chase.com/secure/Customer

Center* USA Financial Services  |Bank
https://chaseonline.chase.com/secure/Profile/* |USA Financial Services Bank
https://client.schwab.com/Accounts/Summary/S

ummary.aspx* USA Financial Services  |Bank
https://client.schwab.com/api/profile* USA Financial Services Bank
https://client.schwab.com/api/summary/account

* USA Financial Services  |Bank
https://client.schwab.com/clientapps/accounts/s

ummary/* USA Financial Services Bank
https://connect.secure.wellsfargo.com/accounts/

start* USA Financial Services  |Bank




https://connect.secure.wellsfargo.com/auth/logi

n/present* USA Financial Services Bank
https://espanol.chase.com/sdchaseonline/Logon

* USA Financial Services  |Bank
https://espanol.chase.com/sdchaseonline/MyAcc

ounts* USA Financial Services  |Bank
https://espanol.chase.com/sdchaseonline/secure

/CustomerCenter* USA Financial Services Bank
https://espanol.chase.com/sdchaseonline/secure

/Profile/* USA Financial Services Bank
https://express.53.com/portal/auth/login/Loginl

23* USA Financial Services  |Bank
https://finapp.allmyaccounts.bankofamerica.com

[finapp/* USA Financial Services Bank
https://fireline.firelandsfcu.org/User/AccessSigni

n/Password USA Financial Services Bank
https://fireline.firelandsfcu.org/User/AccessSigni

n/Username USA Financial Services Bank
https://global.americanexpress.com/*/logon/em

ea/action?request_type=LogonHandler* USA Financial Services  |Bank
https://global.americanexpress.com/api/servicing

/v1/loyalty/details USA Financial Services Bank
https://global.americanexpress.com/dashboard* |USA Financial Services Bank
https://global.americanexpress.com/login* USA Financial Services  |Bank
https://ibx.key.com/mbl/api/auth/v1/users/secur

ityquestions* USA Financial Services  |Bank
https://ibx.key.com/mbl/api/auth/v1/users/step
up/challenge/SECURITY_QUESTIONS/users.securi

tyquestions USA Financial Services  |Bank
https://ibx.key.com/mbl/api/unauth/v1/users/lo

gin/password USA Financial Services  |Bank
https://intellix.capitalonebank.com/treasury-

management-portal-

web/appmanager/TresMgmtPortal/TreasuryMan

agement USA Financial Services  |Bank
https://invest.ameritrade.com/cgi-

bin/apps/u/SecurityChange USA Financial Services |Investment
https://invest.ameritrade.com/cgi-

bin/apps/u/SecurityChange?pagehandler=PHSecu

rityQuestionChange USA Financial Services Investment
https://invest.ameritrade.com/grid/?/login USA Financial Services Investment




https://invest.ameritrade.com/grid/m/securityCh

allengeSetup USA Financial Services  |Investment
https://invest.ameritrade.com/grid/p/site USA Financial Services Investment
https://keynavigator.key.com/ktt/cmd/logon* USA Financial Services Bank
https://Ims.schwab.com/Login* USA Financial Services Bank
https://login.ingbank.pl/mojeing/* Poland Financial Services  |Bank
https://login.verizonwireless.com/vzauth/Ul/Logi

n* USA Telecom Telecom
https://m.chase.com/* USA Financial Services Bank
https://mblogin.verizonwireless.com/amserver/U

I/Login USA Telecom Telecom
https://my.dogechain.info* Global Financial Services  |Cryptocurrency
https://my.navyfederal.org/NFOAA_Auth/login.js

p* USA Financial Services  |Bank
https://myaccounts.navyfederal.org/NFCU/accou

nts/accountsummary* USA Financial Services Bank
https://myapps.paychex.com/* remote/* USA Financial Services  |Bank
https://ola.cul.org/Authentication/Username USA Financial Services Bank
https://olb.bbvacompass.com/secure/accountsu

mmary* USA Financial Services  |Bank
https://olb.bbvacompass.com/secure-

auth/login* USA Financial Services Bank
https://olb.bbvacompass.com/secure-

il/api/auth/public/signon* USA Financial Services Bank
https://onepass.regions.com/oaam_server/oamL

oginPage.jsp* USA Financial Services  |Bank
https://online.americanexpress.com/*/logon/us/

action/LoglLogonHandler* USA Financial Services  |Bank
https://online.citi.com/US/ag/Contactinfo* USA Financial Services Bank
https://online.citi.com/US/ag/mrc/* USA Financial Services Bank
https://online.citi.com/US/banking/citi* USA Financial Services Bank
https://online.citi.com/US/CBOL/ain/car* USA Financial Services Bank
https://online.citi.com/US/JPS/portal/* USA Financial Services Bank
https://online.citi.com/US/JRS/contactinfo/initiali

seContactInfo* USA Financial Services  |Bank
https://online.citi.com/US/JRS/login* USA Financial Services Bank
https://online.citi.com/US/JRS/pands/* USA Financial Services Bank
https://online.citi.com/US/JRS/portal/* USA Financial Services Bank
https://online.citi.com/US/JSO/loginpage/retarge

t* USA Financial Services  |Bank
https://online.citi.com/US/JSO/signoff/* USA Financial Services Bank
https://online.citi.com/US/JSO/signon/ProcessUs

ernameSignon.do USA Financial Services  |Bank




https://online.citi.com/US/JSO/signon/uname/* |USA Financial Services Bank
https://online.citi.com/US/login* USA Financial Services Bank
https://online.citi.com/US/NCAQ/cli/flow* USA Financial Services Bank
https://online.citi.com/US/NCMF/csqg/flow.action

* USA Financial Services  |Bank
https://online.citi.com/US/NCMF/csg/ResetQues

tions.do* USA Financial Services  |Bank
https://online.lloydsbank.co.uk/personal/primary

login UK Financial Services  |Bank
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